Multi-function Product User Manual

Please read it carefully and keep it properly.

Features:

All in one identification and authentication

IPS high-definition touch screen

Multi output interface

Customize screen interaction

Suzhou Koodle Technology Co., Ltd.



Disclaimer

Before using the product, please carefully read all the content in this document to ensure the safe andeffectiveuseofthe
product.Donotdisassembletheproductortearthe sealonthedevicebyyourself, otherwise Suzhou Koodle Technology Co., Ltd.

will not be responsible for warranty or product replacement.

The pictures in this manual are for reference only. In case of any discrepancy between individual picturesandactual
products,theactualproductsshallprevail.Fortheupgradeandupdateofthisproduct, Suzhou Koodle Technology Co., Ltd.

reservestherighttomodifythedocumentatanytimewithout notice.

Therisk of using this product shallbe borne by the user. To the maximum extent permitted by applicable laws,Suzhou Koodle
Technology Co,, Ltd. shall not bear any responsibility for the damage and risk caused by the use or inability to use this product,
including but not limited to direct or indirect personal damage, loss of business profits, trade interruption, loss of business

informationoranyother economic losses.

Suzhou Koodle Technology Co., Ltd. reserves theright to interpretand modify thismanual.
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1.Preface

ThanksforusingtheDW200product.Readingthismanualcarefullycanhelpyouunderstandthefunction and features of this

device, and quickly master the use and installation of the device.

1.1.Product introduction

DW200 multifunctional all-in-one machine is a product developed specifically for the field of access control. It uses
transparent or protocol mode to interact with access control management software, achieving intelligent linkage, and
can cover various scenarios such as access control, channel gates, self-service devices, elevators, etc.

DW?200 uses a 3.33-inch IPS high-definition touch screen with an ultra-thin design that supports horizontal and
vertical screen installation. It is suitable for various scenarios such as 86 box installation and gate installation, and
supports multiple authentication methods such as scanning, password, NFC card, PSAM card(in process), Bluetooth, etc.

DW200supportsRS485outputandcaninterfacewithtraditionalaccesscontrollersandothernecessary access components
to form an access control unit. Supports 100M adaptive network interface, relay interface, and door switch signal input,
door magnetic signal input, can be directly connected to the network and combined with other necessary access control
components to achieve access control functions. At the same time, the access control security controlmodule canbe connected

throughtheRS485 interface to achieve higher levels of security.



Designedwithvariousprotectionmechanismssuchassoftwaredogsandhardwaredogstopreventcrashes and ensure more

reliable device operation.

1.2.Product features

1, Multiple authentication methods such as scan code, password, NFC, PSAM card, Bluetooth, etc; 2, Support
horizontal and vertical screens, dual use for one machine;

3, 320%*480 resolution IPS high-definition capacitive touch screen, supporting custom Ul development; 4, Fastreading
speedandhighaccuracy, supportingvarious screencoderecognitionsuchasOLED screens; 5, Customized voice, providing a
more user-friendly interactive experience;

6, Integrate 100 Mbpsadaptive network interface, RS485, relay, dooropening input, door magnetic input andother interfaces

toeasilyconnectwithvariousaccesscontrol systems,making itfastand convenient to use.

1.3.Applicable model

Model Color Capacitive touch control Voice
DW200-01 Black matte X X
DW200-01S Black matte X \4
DW201-02 Black matte v X
DW201-02S Black matte \ v

DW200-SA-01 Black matte \4 X




1.4.Installation List

Parts Configuration Picture Quantity Use
Main engine Standard 1
Installation
Standard 1
bracket
Connecting wires,
connecting the host and other
access control devices.Unused
signal wires need to be cut
Connecting off with exposed wire ends or
Standard 1 e . .
wire wrapped with insulatingmaterials
to prevent short circuits at the
wire ends.




Install

M4 * 20mm screw, fixed

Standard

screws installation bracket

Perforated Installation position
Standard : o
sticker drilling guide
Warranty

Standard

card

2.1.0verall introduction

2.Product appearance




IPS high-definition touch screen

Code scanning area

Card swiping area

Speaker

Install buckle
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2.2.Product dimensional drawing

50.27mm

AB.20mm

S58.22mm

Amm
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19.42mm

2.1 Product Front View
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2.2 Product Side View
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2.3.Introduction of function blocks

2.3.1.STARTUP INTERFACE

\‘.

WELCOME

\ (D Welcome page, displayed at startup

2.3.2.MAIN INTERFACE

1 Status indicator

@Network is connected and communication with the gateway is normal;

09:30

Network disconnection;

Bluetooth: display indicates Bluetooth device access, no display indicates no

Bluetooth device access;

]
MQTT: display indicates that a connection has been established with the MQTT server,

and no display indicates that there is no connection with the MQTT server;

TCP icon: display indicates that a connection has been established with

mTCP server, and no display indicates that there is no connection with the TCP server;

12



(2) Display time

(3) Display logo, can be changed through configuration tools

4 Unlock button, click to switch to the password authentication interface
(5 Display device SN number, can be hidden through configuration

(e) Display IP address, can be hidden through configuration

7 Backgroundimage,whichcanbeupgradedandchangedthroughconfiguration tools

2.3.3.PASSWORD AUTHENTICATION INTERFACE

(D Password keyboard, 0-9, cancel and confirm keys.

After pressing the "Cancel" button, return to the main interface; After pressing
the "Confirm" button, proceed with password
authentication

(D status display:

Pressthebutton, MIayofma ngebarsfrom

above 1, with unlimited password digits.

2.3.4.VERIFICATION REMINDER

1) Verification success page

13



(D Theauthentication statuspop-updisplayareadisplaysthe statusafter QR code, card
swiping, Bluetooth, and password authentication

QR code verification successful;

Password verification successful;

Card verification successful;

Bluetooth verification successful;

2 The authentication status color bar display area will display a green bar after

successful QR code, card swiping, Bluetooth, and password authentication

Theauthentication statuspop-up displayareadisplaysthe statusafter QR code, card
2) Verification failure page @ pop-updisplay play Q

swiping, Bluetooth, and password authentication

: QR code verification failed;

=l TR LS

CELT R

:

BrnaTE

s Password verification failed;

. Card verification failed;

e |

Bluetooth verification failed;

(2) Theauthentication status color bar display areawill display ared bar after the QR code,

swipe card, Bluetooth, and password authentication fail

14



2.3.5.INFORMATION REMINDER INTERFACE

L J]

(= S
R

1 Reminder information display area, can be popped up or closed through the network,

display duration can be defined, and required text

information can be updated.

(2 Returnbutton, press to close thereminder interface andreturnto the main interface.

Can control whether there is a return button through protocol.

2.4.Upgrade

Can use the ToolContent configuration tool to upgrade devices, including firmware upgrades and Ul and voice upgrades. The
upgrade channel includes USB (not available externally to the DW200 device), serial port (RS485 for the DW200 device), and

network, as shown in the following figure. The upgrade interface is located in Device Management - Device Upgrade.

15



v

Home

OBDevice Manage Plat

¥ Device Manage Choose device connection method

USE Serial +  Net

File MD5 value

Upgrade Package Download Address  hitpy//192,168.10.107:8089/

Communication Tool Local network upgrade

T | —

MOTT Toal

HTTP Tool

The upgrade process can be found in the ConfigTool product user manual. pdf document, Chapter 3: Device Upgrade&Voice Ul
Configuration. This file can be found in the same directory as the configuration tool Toolcontent.exe, or directly opened by

clicking on the document interface of the device management platform.

v ToolContent

bearer
Iconengines
imagprfnrmats
platforms ETRal L] s e PRV PRI ¢ IV wrvew . Cr
seitings 2IMOAT 1609 s  Toribirip Casenrmeny |
styles 2023/10/17 16:29 it
transiations
BT 2
serpent.lisa D15/7725 12:4 LLIA frie ) KR
update_config.lusa 1771
B ConfigTool=RmEER pdf
ToolContent_zh_CH.gm MOR2A0/6 18:11
preference.ini 2057 1001 W=
o setini 0 F2011:14 i

& ToolContent.exe 1E-A¢ TR 1 718 KI
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3.Product parameters

3.1.General parameters

General parameters

Communication interface

485, Ethernet

Access control interface

Exit switch input, relay output, door magnetic signal input

Indication method

Screen icon indication

Buzzer, voice (optional)

Image sensor

480,000 pixel CMOS image sensor

Maximum resolution

800*600

(ON

Linux

Installation method

86 box installation, non 86 box installation

Reading window material

Tempered glass

Screen size

3.33 inches

Screen resolution

320*480 IPS HD

Touch screen

Capacitive touch

Speaker decibel

<71 decibels, at a distance of 1 meter from the speaker

Bluetooth

BLE 5.1

Maximum communication distance of 25 meters in open environment

17




3.2.Recognition parameters

QR code reading parameters

Two-dimensional code: QR Code, PDF417

Identification

One-dimensional barcode: CODE128, EAN13, EANS8, code39, code93, ISBN10,
code system

ISBN13, ITF, UPCA, UPCE, AZTEC

Decoding support Screen code

Reading distance 15mil QR code: 22.5mm~129.06mm (Under normal indoor light, the phone

brightness is 100%)

Reading accuracy QR: 27mil, inversion7; 28mil, inversion 12;

Reading speed 100ms per time(average), support reading continuously
Reading direction 360°

Reading angle Center inclination angle: 46.2°; Center deviation angle: 43.2°
Field of view angle Horizontalangle: 65.3°%; Verticalangle: 55.8°; Fieldofviewangle79.5°

RF card reading parameters

Identification ISO 14443A protocol card, ISO 14443B protocol card
card type
Operation  card PhysicalUID, read and write M1 card sector , read andwrite CPU card file

method

18



RF operating 13.56mhz

frequency

Reading effective M1 card<38mm; Dropper card<21mm

distance

Protocol support Complies with ISO7816-1/2/3 protocol, support T=0

Algorithm Business secret

19



3.3.Electric parameters

The power input can be provided only when the device is connected properly. If the device is plugged or unplugged while
the cable is live (hot plugging), its electronic components will be damaged. Poor power connection, short interval power
off/on operation, excessive voltage drop pulse may cause the device to be in a unstable and abnormal working state, it is
necessary to maintain the stability of the power input. After turning off the power input, it takes more than 2 seconds to turn

on the power input again.

Electric parameters
Working voltage DC9V-15V, Typical DC12V
Working current 293mA(Typical 12V power supply)
Power consumption 3.52W(Typical 12V power supply)
Relay DC 30V/1A

3.4.Working environment

Working environment parameters

ESD protection +15kV C(Air discharge) , *4kV (Contact discharge)
Working temp -20°C-60°C
Storage temp -40°C-80°C
Relative humidity 5%-95% (No condensation) (At room temperature)
Ambient light 0-80000Lux(Non direct sunlight)

20



4.Interface definition

®

®

@Standard 100 Mbps network interface

@Connect to the socket. Can connect access control components such as power supply, electromagnetic lock, and exit

switch to form an access control system.

21



GND 12V ;‘ Power supply
GND EXIT | § et switen
- [ [485A NC
R>485 ][ 4858 CD M Relay signal
GND NO

@Green LED light. Constant light indicates that the 10M network connection is normal, and flashing indicates that the

10M network has data transmission and reception.

@Yellow LED light. Constant light indicates that the 100M network connection is normal, and flashing indicates that the

100M network has data transmission and reception.

22



5.Mounting method

The product adopts CMOS image sensors, and the installation should avoid the reading window facing the sun, high-
power lighting fixtures, and other strong light sources. Strong light sources can cause excessive contrast between the QR
code in the image and the background, making it difficult to decode. Long term exposure can also damage the image sensor
and cause device malfunction.

The reading window is made of tempered glass, which has good transparency and compressive and impact resistance.
However, it is still necessary to avoid objects with higher hardness scratching tempered glass, which can reduce the
recognition performance of the reader.

The RF card reading antenna is located below the reading window. During installation, metal and magnetic

substances should be avoided within 10cm, otherwise it will seriously reduce card swiping performance.

23



5.1.86 box installation

DW?200 Horizontal Installation Diagram

Step 1: Fix the plastic bracket onto the 86 box
with M4 screws

Step 2: Install the product on the bracket and
secure it with a clip

Step 3: Complete the installation

DW?200 Vertical Installation Diagram

Step 1: Fix the plastic bracket onto the 86 box
with M4 screws

Step 2: Install the product on the bracket and
secure it with a clip

Step 3: Complete the installation

24




5.2.Non 86 box installation

Including gate machines, self-service machines, etc., holes need to be made on the casing of these machines before
installation.

Gate ’/

s e

1.Place the punching sticker on the installation

2. Fix the product bracket with M4 screws
surface and punch and cut holes according to the
identification

il #1.
T~  Gate = Gate
LI el s Y 2 T O 1 O 2 B i e = A =r B g sk e He
3.Align the product with the bracket buckle and | 4. Complete the installation
press the buckle to close

25



5.3.Disassembly drawing

DW200 disassembly drawing

Step 1: Use a small flathead screwdriver to insert the top
two clips and pry them open in the direction shown in the
diagram

Step 2: Use a small flathead screwdriver to insert
into the bottom two clips and pry them open in
the direction shown in the diagram

Step 3: Complete disassembly

26




6.Application of access control scenarios

6.1.Independent use

1) This scenario mainly targets Ethernet DW200 devices, which connect to servers through a network to achieve online

verification.

Doorrrlprck

e @ Professional access control power supply

o
-

@
®
Exit switch @ Door magnetic
@.
| O G}
[W200

2) Wiring diagram

27

(D The device is connected to the server management
software through a network port and requires online

verification of permissions.

@Connect the door switch to a professional access control power
supply (or choose to connect to device) to achieve indoor door

opening by pressing the button.
@Device connected to professional access control power supply.

(@The electric lock is connected to a professional access control
power supply, and after the permission of the access personnel is
verified, the door lock is opened. @The device is connected to a

door magnetic sensor to achieve monitoring of the door status.



Access control machine

GND | 12V
GND | EXIT
4854 NO
4858 COM
SEN | NC

Professional access control power supply Electrified normally  closed
door lock

: 12V V-
GND ———— | V+
+NC
FNO Exit switch
PUSH /
GMD /

Door magnetic

i

6.2.Cooperating with the controller

1) In this scenario, DW200 and the controller form an access control system. DW200 is connected to the controller through

485 protocol, and the access control controller achieves local and online door lock

control.
Door lock
I-.‘!- p— 3 —__‘_T, ,.- @

Access control

power supply

-

Controller
\-I'f‘,_.'t'll-’:-(
I Iul I
| e, |
| | LR

Exit switch

@

iy |
Door magnetic

!

%

®

4
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The controller is connected to the server management software through the network

port to achieve local control and networked control.

Connect the exit switch to open the door by pressing the button indoors. DW200

connected to controller through RS485.

The controller is connected to the electric lock, and the passing personnel swipe their

credentials on DW200. After verifying their permissions through the controller, the

controller controls the door lock to open the door.

The controller is connected to a door magnetic sensor to monitor the door status.



6 The controller is connected to a professional access control power supply, which supplies

powertothecontroller.Thecontroller suppliespowertoDW200, door locks, etc.

2) Wiring diagram

Access control power supply CC series controller Electrified normally closed door lock
e | NO Vs
GND 2V | oo e — V-
| ! T 6N | — NC | Door magnetic

Access control machine SEN 1 /
™ GND . 12V .- - oD - 1 7
GND | EXIT —— 4858 : -

485A 1 NO ag5A || VT T

485B | COM v | LW it switeh
SEN | NC —— GN\D GND /
EXIT —— L/

6.3.Cooperating with safety module

1) In this scenario, DW200 and the security module form a higher security access control system. DW200 connects to the
server through network to achieve online verification, and then communicates with the security module through encrypted

485 protocol to achieve door lock control.

29



Door lock Security module
e ) @ fa a
! ] I L] =T -
—— Access control Q
power supply ® 3
| & @ |

Exit switch

®

=

| o o

Door magnetic

DW200

2) Wiring diagram

@

DW200 connects to server management software through network port to achieve

online verification.

The exit switch is connected to the safety module, enabling indoor pressing to

open the door.

DW200 isconnected tothe securitymodule throughRS485 toachieve door lock

security control.

The security module is connected to the electric lock. Passengers swipe their

credentials on DW200, upload them to the server for permission verification, and

after passing, notify the security module to control the door lock and open the door.

The safety module is connected to the door magnetic sensor to monitor the door

status.

Professional access control power supply for security modules, DW200, door locks,

etc.

Typical applicationsare shown in the following figure.Formore security applications, pleaserefer to the SA100 product manual.

30



Access control power supply

GND

12v
e

Access control machine

12v

GND

EXIT

4854

485B

SEN

N0
CoM
NC

Security module

12v

NO

B!

GND

coM

NC

Electrified normally closed door lock

Door magnetic

6.4. Wire selection

RVV2*1.0 100m
Power cord / /
RVV2*1.5 200m
Cat5e or above;
RS485 RVVSP3*0.5 1000m Single line DCimpedance less 1000m
than 100 ohms/km
Exit switch RVV2*0.5 100m / /
Relay signal RVV2*0.5 100m / /

Note:Themaximumtransmissiondistanceisatheoreticalvalue,whichmaybeshortenedduetotheinfluence of the on-site

environment.

31




7.Device configuration

Use the VguangConfig tool to configure device, supporting online connection configuration and offline QR code generation
configuration. For the usage process and specific configuration methods of configuration tools, please refer to the

official website“Vguang Configuration Tool User Manual”.

I
. |
.I'-\.. _._..I'

ToolContent.exe

5.1 Configuration tool icon

The following chapters introduce the process of device networking testing, and users need to focus on the following key
parameters. The testing computer is used as a server in the chapter : the process only involves necessary networking

operations.Fordetailedconfigurationrequiredforthedevice,please refer to the configuration tool user manual.

32



7.1.Networking elements

@
Router
Wired Wired/WIFI
@
@
i Q
D200
7.2.Protocol description
1) Transparent transmission mode
D200
Transparent —TCP., HITP
y = transmission
| p

Key parameters for device networking debugging:

(D Testing that the computer and device are on the

same LAN.

2 Testing computer network parameters.

@3

(3) Device network parameters.

(3) Device working mode configuration.

Test computer

Test computer

In transparent transmission mode [TCP) , [HT

TP)

(D Device uploads scanning data to the

server.

33



D200

Transparent — TCP  protocol, HTTP

transmission protocol

([ & ey 233 140
e

——————————————— Device reports data

w3 A BTl s A

<)
H-==—-=-========. The server issues action instructions

2) Protocol mode

DN200

Protocol _TCF

L T T L T T

Device reports data

The  server issues  action

@ according to the protocol

--------------- according to the protocol

Test computer

Test computer

instructions

@ The device responds to the action result

34

TCP protocol and HTTP protocol in transparent mode. For
specific instructions, please refer to the official website

"Vguang TCP/HTTP Communication Protocol"

(D Device uploads scanning data to the server
(D After the server receives the data, it returns

the response content to the device, and the device

takes actions based on the response content.

In the protocol mode [TCP], the protocol interaction follows the "Vguang

QR Code Scanner Communication Protocol"

O 1 The device uploads scanning data to the server according
to the protocol

2 After the server receives and parses the data according to the
protocol, it issues action instructions according to the requirements.
O 3 Thedevice takes correspondingactionsbased ontheaction

instructions issued by the server.



7.3.Transparent transmission - TCP

Step 1: Using a network cable to connect the device to a router that uses the same LAN as the computer.

Step 2: Set the test computer as a TCP server.

TCP Sgr R +

kit i Recwivnd: || Hax || Show lrtes B Aaaltima  Upcess Enport
Dt

Loca ks
(LT

Loscal ot
o
St bosa® e 90 0 B i @ o aad
iepilalde part

Seeded: || Hex B Enablw mche | Eapoet
Gl Ropail Ercoding
Oipan - Aapani 1000 ms  UTFA
Shabec X Corneced Cherte &
N o JLU UL LITL UL VILL TILULVWVWUI N Hul UITICLLl O, dIIU LIIC ULVILL LdlIl VO

and static IP address.
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@ Inthe debugging assistant - [Communication Tool],

set server parameters: select TCP
server,selectlocaladdress|P,andportnumber 8080.

(» Click [Open] to start the server.

"with dynamic IP address (recommended)



EBoevice Manage Plat v - ‘i’ i ﬁ B Dynamic IP address (recommended):

.......

o R L S i ety ©) Working mode selection [ Direct Output]
T———"1 Conkig Besvwand 1EMETERTESAIEY 2 Set TCP server parameters:
D ek - [ Interface 1 - [ HTTP/TCP Settings 1, select [
Work Mod 1 Eirac Chipus e vertien TP )
D el
T TCPaddressandport:Settothe localaddress IP and
A rie L port values selected in step 2.
gt dplt b ot s Timeout setting:2
e o (3 Set device network parameters:
—_— [ NetworkSettings 1 -NetworkType:Select
— :,.:.:‘,_,. [ Ethernet ]
[ S o [ NetworkSettings 1 - [ IPConfig] - [ IP Mode
N © et w ] :Select [ Obtain IP Address through DHCP ] , that
e is, the router dynamically
S assigns an IP address.
W Wiy
i R () Generate configuration code. When the device scans
o the configuration code, the buzzer
Pr—— sounds twice, indicating successful
Berm configuration.
Seowrtty Modube et
A + a 5 Bl Static IP address:
— e "~ 1 Working mode selection [ Direct Output]
il it RS 2 Set TCP server parameters:
— - .- [ Interface 1 - [ HTTP/TCP Settings 1, select [
ok Miod © Ot Detpu " Vereior TCP ]
) ieieriace TCPaddressandport:Settothe localaddress IP and
== :"::i“:":" port values selected in step 2.
WETE (3 WTTE protocsl ) TP ) TER Brotmsst Timeout setting:2
T A 1021505030 (3 Set device network parameters:

Port s0a0

[ NetworkSettings 1 - [ NetworkType 1 :
Select [ Ethernet ]

[ Network Settings] - [IP Config] - [IP Mode] :
Select [Specify an IP Address] ;

Tares cruti « = 5]

Fon St

Ml eteork S

B Netecek Type

Kgtnarh, Type D Ethawrari Wi

IP address: It must be in the same network
segment as the server address and cannot
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conflict with the IP of other devices in the same local

Wifi Config area network.
MAC Config Fill in the configuration based on the subnet mask,
mmunication T gateway, DNS,andotherdataofthetest computer.
& v Conhg . . .
it 4 Generate configuration code. When the device scans
i ool . .
IP Mode Specify an IP address the configuration code, the buzzer
HTTP Too IP Address 102.168.50.99 sounds twice, indicating successful
Subnet Mask 192.166.50.1 configuration.
Gateway 255.255.255.0
DNS 101.198.1968.198
Swipe Set
Blustooth Set
Device Set

Security Module Set

Step 4: Test device

v 4 % a &
E',," Device Manage Plat . ;

Connsan v 1 Switchto [ Debugging Assistant 1 - [ Com
PEF ey i Rispungdy [ Hes ] Shoss labegt B Reskime | Upisie Expoit Copy Al Dlsar munlcatlon TOOI ]

ool Addrewc . .

R 2 After the device is successfully

el Part: .

o configured and connectedtothe server, the
st bottom left corner will display

A Bitmtesde| Fpor | oyl || Cler [ Connected clients: 1 ]

(3 Scan the QR code on the device and the data
receiving window will display the QR code
data.

Fand
Sulfie Bzt Erending
Cpan [ Aspaari 1000 me  UTPA wel Urssecaps
Snwte (Fo .'Aa'\-.-‘-_ BB Conrectad Chermu O RuD Te D
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7.4.Transparent transmission - TCP protocol

Step 1: Using a network cable to connect the device to a router that uses the same LAN as the computer.

Step 2: Set the test computer as a TCP server.

O8Device Manage Plat

B b it Hecaren d s Sy e B fAaatima  Upcas bapomi o M
it
tex s @ Inthe debugging assistant - [Communication Tool],
(LT
Local Pors
set server parameters: select TCP
St el peet 00 1) B e & siencbom aad
ephitde et
Sameduc: £ H Wisthaic| Gon || Gopp M || O server, select local address IP, and port number
8080.
(») Click [Open] to start the server.
Sond
Gl Ropail Ercoding
Opan Cloase Aopant 1000 mu . UTFA ot Lnsscaps

Stmbac K Correced Chenite & e T

Step 3: Set the device network parameters, and the device can be configured with dynamic IP address (recommended)

and static IP address.
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Drevice Uipgrade

Audio and Ul Config

 Tool

Communication Tool

MOTT Tool

HTTP Tool

[ Work bliade

W TR S

St Dot Confi List Cuemirann Ciordig Vrweas i
Loefg Pmaword 123456 PGS0
Weark Mode D Chrec: Cunpat Proncool

bt

FRITHREAED Sat

HTT# HTTP Pretecol I O TCP Fridessd
TCF Radreria 132 1685800
Furt )
Tiresui= s 2
Tramfer fucomm Behaicr Tramiur Fathere Bohaviar
B Bacrer B Burzer

1B Play woice B Fisy ecics
i Reisy vgrad

Foelan Seday

Scan Set
@) Network Set
@ Network Type

Metwark Type O Ethernet

Wifi Config
MAC Config
& Config

P Mode Olbtain IP address through DHCP

Swipe Set
Blustooth Set
Device Set

Secunty Module Set
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Dynamic IP address (recommended):

(D Working mode selection [ Direct Output]

2 Set TCP server parameters:
[ Interface ] - [ HTTP/TCPSettings 1 ,select [ TCP Protocol
]
TCP address and port: Set to the local address IP and port values
selected in step 2.
Timeout setting:2
Transfer success behavior and transfer failure
behavior: Keep default.
(3 Set device network parameters:

[ Network Settings 1 - [ Network Type ] : Select
[ Ethernet ]

[ NetworkSettings 1 - [ IPConfig] - [ IPMode ] : Select [ O
btain IP Address throughDHCP ] , that is, the router dynamically
assigns an IP address.

@ Generateconfigurationcode.Whenthedevicescansthe
configuration code, the buzzer sounds twice,

indicating successful configuration.



Latnc [edce - _|._:-\.5:;| |.|lr|_ Comman: Condig Cangrwtw Or
——= e Static IP address:
i CEINEER s 1 Working mode selection [ Direct Output]
Wik Wade L+ TSR T Brepbza il Verdom
s @ Set TCP server parameters:
— B o [ Interface 1 - [ HTTP/TCP Settings 1, select [

TCP Protocol ] ;

HiTE HITP Proincal e @ TCP Proioocl

—— TR TCP address and port: Set to the local address

- & IP and port values selected in step 2. Timeout
I Tranci Falles Sehudcs setting:2;

8 s i Transfer successbehaviorand transferfailure behavior:
e Keep default.

(3 Set device network parameters:

[ Network Settings 1 - [ Network Type 1 :
- Config Password 1234567887654321 Select [ Ethernet )
Device Upgrade [ Network Settings] - [IP Config] - [IP Mode] :

Sefect Device Config List Common Config Generate Cr

Config

Scan Set .
Select [Specify an IP Address] ;
Audio and Ul Confi ST L .
S Nl i IP address: It must be in the same network
¥ Tool @ Network Type segment as the server address and cannot
& RN =7 conflict with the IP of other devices in the same local
Communication Tool Network T§|I'|:I'I:' o Eibwanail £ WIE area network.
MOTT Toal . . . .
Wifi Config Fill in the configuration based on the subnet mask,
S gateway, DNS, and other data of the test computer.
MAC Canfig
(@ Generate configuration code. When the device scans
@D 1 Canfig theconfigurationcode, thebuzzersounds twice,
1 Mode Secily wn 1P addrets indicating successful configuration.
IP Address 162,168,50.00
ESubnet Mazk 255.255.255.0
Gateway 192,168,501
DS 101.79E.198.198
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Step 4: Test device

DlDevice Manage Plat

(D switchto [ Debugging Assistant ] -

— = | [ Communication Tool ]

B it | | e v 7 b A W aikian| Updes || Expert || Goprsd || Cewr (2 After the device is successfully configured and

L:aw connected to the server, thebottom left cornerwill
e display [ Connectedclients:1 ] Scan the QR code on
;"E‘;li:i'“ e (3) the device and the data receiving window will display

the QR code data.

Tendeid Hew B Frahb= st Faport Copy & Clear
(1) Afterreceivingthescanningdata,theserver
sends a successful response data
[ code=0000] , and the device will sound a buzzer,
broadcast voice, and activate the relayaccordingto
e PR P thesuccessfulbehaviorin step 3.
Dipeer Chyse Repent 1000 i UTF-B ] e aze
Stabe . Locel: iy, 3080 Conrected Cherie O R0l T @
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7.5.Transparent transmission - HTTP

Step 1: Using a network cable to connect the device to a router that uses the same LAN as the computer

Step 2: Set the test computer as an HTTP server

@Deu ice Manage Plat

F Drvica Marags Server remims data code= 0000

@ Inthe debuggingassistant-HTTPTool, set the

P B0 Saart Sendoe f Disar Ling

Dhitees bzl IPUL Addves

return value (not required in HTTP mode) and

Logn

port number (required). Leave default

settings here.
2 Click [StartService] to enable

listening.

Step 3: Set the device network parameters, and the device can be configured with dynamic IP address (recommended)

and static IP address.
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oy List Commeton Conlig Gesersns Oy

Config Fasseord 1RsbatResaEl

0 Diract Dutpan Peotocal e

ok Tape 0 e wn

Wifi Config

MAL Config

HTTP Too

..—_..- = Cr.‘llnrlg

1P Mode Obtain IP address through DHCP

Lnriig Lat Caormesnn Condig Sararie Or

Canbg Fasowoed 173METAI7ES41

0 Direct Ohutpas Protooai Mg
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Dynamic IP address (recommended):

(D Working mode selection [ Direct Output]

2 Set HTTP server parameters:
[ Interface ] - [ HTTP/TCP Settings 1 , select
[HTTP 1 ;
The HTTP address format is :
address]:[Port]
For example [http://192.168.50.30:8090]
Timeout setting:2

http://[Local

3 Set device network parameters:
[ NetworkSettings 1 - [ NetworkType ] :Select [ Ethern
et 1
[ Network Settings 1 - [ IPConfig]l - [ IP Mode ] :
Select [ Obtain IP Address through DHCP ] , that is, the
router dynamically assigns an [P address.

(@) Generate configuration code. When the device scans the
configuration code, the buzzer sounds twice, indicating
successful configuration.

Static IP address:

(D Working mode selection [ Direct Output]

@ Set HTTP server parameters:
[ Interface 1 - [ HTTP/TCP Settings 1,
select [ HTTP ] ;
The HTTP address format is: http://[Local
address]:[Port]
For example [http://192.168.50.30:8090]
Timeout setting:2

3 Set device network parameters:
[ Network Settings 1 - [ Network Type 1 :
Select [ Ethernet ]
[ Network Settings] - [IP Config]l - [IP Mode] :
Select [Specify an IP Address] ;
IP address: It must be in the same network



segment as the server address and cannot

- wifi Cﬂﬂfig . . . .
¥ Tool conflict with the IP of other devices in the same local
_ R M Config area network;
Communication ool
@ IPConfig Fill in the configuration based on the subnet mask,
MQTT Tool gateway, DNS, and other data of the test computer.
IP Mode Specify an IP address
T 1P Address 192.168.50.31 (@) Generate configuration code. When the device scans
Subnet Mask 255.255.255.0 the configuration code, the buzzer sounds twice,
Gateway 192,168.50.1 indicating successful configuration.
DME 101.1598.198.198

Step 4: Test device

L <

E',“ Device Manage Plat

(D Sswitchto debugging assistant - HTTP Tool

(@ Scan the QR code on the device and the data
receiving window will display the QR code
data

Bevrwer sefusrs detn  ponde < 000
st Eaeg Gafvele Clead Log

CHbasn Incs! 1P Ladress

(3 After the server receives the code
scanning data, the debugging tool will
automatically send the response data [code
=0000] , and the device will not parseunder

[HTTP] , sothedevicehas no action.
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7.6.Transparent transmission - HTTP protocol

Step 1: Using a network cable to connect the device to a router that uses the same LAN as the computer

Step 2: Set the test computer as an HTTP server

|:'JE'-.-'1'I:E Manage Plat

¥ [eare

Stop Sarvics Claer Log

@ In the debugging assistant - HTTP tool, set the
e return value and port number. Leave the
default here.

(@ Cclick [start Service] to enable

listening.

Step 3: Set the device network parameters, and the device can be configured with dynamic IP address (recommended)

and static IP address.
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C@Device Manage Plat. ™ N T PR : Dynamic IP address (recommended):

— .:.h.,.u hmm — (» Working mode selection [ Direct Output]

— Gl . @ Set HTTP server parameters:

3 :M:: i - W J— e [ Interface 1 - [ HTTP/TCPSettings 1 ,select [ HTTP
) et Protocol ]

The HTTP address format is : http://[Local

W WTTRYTCR S

AT Reoee | . 0 PR P address]:[Port]
—— B For example [http://192.168.50.30:8090]
Trarmier Saccwma Gebavoe Trarwer Fadure Bsharacr TimeOUt Setting:Z
gl Transfer success behavior and transfer failure behavior:
. Keep default.
Device Upgrade (3) Set device network parameters:
Audio and Ul Config e [ NetworkSettings 1 - [ NetworkType ] :Select [ Ethern
@  Metwork Set et ]
@ Network Type [ Network Settings 1 - [ IP Configl - [ IP Mode ] :
Communication Tool i Select [ Obta'n |PAC|C|FESS through DHCP ] ) that |S, the
MNetwork Type O Ethernst ) WIFI . .
METT Tock router dynamically assigns an IP address.
Wifi Canfig (@ Generate configuration code.Whenthe device scans the
B R configuration code, the buzzer sounds twice, indicating
successful configuration.
@ P Config
1P Mode Obtain IP address through DHCP
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Device Upgrade
Audio and LI Co "|r_i-!:|
¥ Too

Communication Tool

MQTT Tool

HTTF Tool

Lolect Dirvice Config List

Comman Canll

Config Pamword | 12454788 084121

WD Work Mode
Hgwn Wik D e Owign Frptistin

Inertace

REIILRELES Sm
SATTRTER St

HITE @ HTTO Brosocsd ga-] LD Brommesl

HTTE Eafidreia Pl 52, H6RL 5 2000

Tiregoai| = =5a]

Trarafer Sccens Sohurcr Trazvier babey Baveo:

B Fuzger B Fuzzsr
B Py woice B Huy vaicw
B Eslay dgr s

Arlay delay

Lcan 5et

@ MNetwork Set

Metwork Type

Wifi Config
MAC Config

@ P Config

IP Mode

IP Address
Subnet Mask
Gateway

DMNE

(_" Metwork Type

Garerwin Or

© Ethernet

Specify an IF address
192.168.50.31
255.255.255.0
192.168.50.1
101.188.198.198

Static IP address:

(D Working mode selection [ Direct Output]

2 Set HTTP server parameters:

Mloaced :  DWWROD

s [oese

e [ Interface 1 - [ HTTP/TCPSettings 1 ,select [ HTTP
Protocol ] ;

The HTTP address format is :
address]:[Port]

For example [http://192.168.50.30:8090]
Timeout setting:2

http://[Local

Transfer success behavior and transfer failure behavior:
Keep default.
(3 set device network parameters:

[ NetworkSettings 1 - [ NetworkType ] :Select [ Ether
net ]

[ NetworkSettings] - [1PConfig] - [IPMode] : Select

[ Specify an IP Address] ;

IP address: It must be in the same network segment as the
server address and cannot conflict with the IP of other devices

' WIF

inthe same localareanetwork; Fill intheconfigurationbased
onthesubnetmask, gateway, DNS, and other data of the test
computer.

@ Generateconfigurationcode.Whenthedevicescans the
configuration code, the buzzer sounds twice, indicating
successful configuration.
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Step 4: Test device

OllDevice Manage Plat

(D Sswitchto debugging assistant - HTTP Tool

(@ Scan the QR code on the device and the data
receiving window will display the QR code
data

Barwer st dodi ooche = (000
pon Swop Seedoe Cleww Log

Clbaain fncal PV Ackiness

Loy

(3 After the server receives the code
scanning data, the debugging tool will
automatically send the successful
response data [code=0000], and the

devicewill soundthebuzzer,broadcast voice
andturnontherelayaccordingto the successful
behavior in step 3.

7.7.Protocol (TCP)

Please refer to the official website "Vguang Network Device Interface Specification" for protocolmode description.

Step 1: Using a network cable to connect the device to a router that uses the same LAN as the computer Step 2: Set the test

computer as a TCP server
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Condexl Dt

TSR il Bwcbondd: (] He ] e betenl 0 Biaiina | Updes | Espont || Copy Al || O

Cranec

A (D Set server parameters in the debugging
152 163.50.30
Local Port
2 assistant-communicationtool: SelectTCP server,

St lozal port to /0 io sae & rendom s=d
svailable part.

sended: (] Hex BEubboda Ewen | Copydl | O select Local address IP, port
number 8080

2 Click [Open] to start the server

Send
Eajtha Repesi Enprafing
Oipar Cioan Repest 1008 ma LUTF-8 Sl irecaze
j1o0 local: (Ary, 3000 Connescted Cheme 0 ReD T D

Step 3: Set the device network parameters, and the device can be configured with dynamic IP address (recommended)

and static IP address.

Dynamic IP address (recommended):

1 Work mode selection [ Protocol ]

Comimen Config

- Conbig Pasusced 120458 FBATES4LN @ Set TCP server parameters:
S Model| D208 [ Interface 1 - [ HTTP/TCP Settings 1, select [
Crakas:  Cisdonsed
Wk Mode Dlract Cupui O Frchaco Versiors TCP ]

Eommarication protocc|

TCPaddressandport:Settothelocaladdress IP and
LY s port values selected in step 2.

BRI SRR St

Timeout setting:2

il HTTETOR e

TTE () WTTE Protecsl @ TCF ) TR Brsiocel 3 Set device network parameters:
sz o [ NetworkSettings 1 - [ NetworkType 1 :
e T Select [ Ethernet ]
Device Upgrade o [ NetworkSettings 1 - [ IPConfig] - [ IP Mode
Audic and Ul Canfig & Network Set ] :Select [ Obtain IPAddressthrough DHCP ] , that
- Tool B o is, the router dynamically
T —— i assigns an IP address.
Matwark Type O Ethernst WiFl
MOITT Tool () Generate configuration code. When the device scans
Wil Confi
_ . the configuration code, the buzzer
HTTF Tool MAC Config

sounds twice, indicating successful
& e Config

configuration.

IP Made Obtain IF address threugh DHOP
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Static IP address:

DE"u'i-EE Manage

1 Working mode selection [ Direct Output]

Cenfig Lt

Canmen Config

(et | Cirkg puvosisd | TR @ Set TCP server parameters:
P P o . [ Interface 1 - [ HTTP/TCPSettings 1, select [
— 0 rotoce TCP ]
L TCP address and port: Set to the local

& e address IPandportvalues selected instep 2

RSZIZ/R3435 Set Timeout setting:2

W  HTTRTCP Set

3 Set device network parameters:

HITR HTTH Protceol 80 TOR TCP Proioood
105 hddeeas 1921685030 [ NetworkSettings ] - [ NetworkType ] : Select
Punt BEED
LN - [ Ethernet ]
Sean 5o [ NetworkSettings] - [1PConfig] - [IP Mode] :
Audio and Ul Config @) Network Type Select [ Specify an IPAddress] , ; IP address: It
must be in the same network segment as the
- Ethern D .
S o Hetwors Tope 9Dt b server address and cannot conflict with the IP of
g Wik Config otherdevicesinthe same local area network;
Fill in the configuration based on the
-, A MAC Confi
MQTT Tool i subnet mask, gateway, DNS, and other data of the
@ P Config test computer.
HTTP Tool
: 4 Generate configuration code. When the
IP Mode Speaty an IP address . . .
device scans the configuration code, the buzzer
IP Address 192,168.50,99 . o . . .
soundstwice, indicating successful configuration.
Subnet Mask 255.255.255.0
(Gateway 192.168.50.1
DS 101.198.198.198
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Step 4: Test device

(@ switch to debuggingassistant- Communication Tool

Elﬂ“ [Davice Manage Plat

(@ After the device is successfully configured and

b MR b e ) Sho ot Brasine Upis  Gpse  Comd | Chw connected to the server, [Connected
e Clients: 1] will be displayed in the bottom leftcorner,
T andcheckthe [Hex]onthereceive window.
T (3 Scan the QR code (example databit 123) on the device,
Serest ] s B Eubierbe Epot | Comll | O and the receivingwindow displays the QR code
hexadecimal data according to the
Vguang communication protocol.
~ /5522 30 00 0300 313233 fc
. ) "“ = S——— I NV
e A U = [ : Command head

; II: Command

word;

[I: Identification word; IV

: Length word;

V: Data field, converted to ASCll as 123; VI:
Check word

4 Send the command "Buzzer sounds three times, witha
time of4 secondsandan interval of 0.5 seconds" to the
device.The command datais 55 AA 0405000803 500A
O0AF.Afterthe device successfully receives it, the
buzzer sounds three times.

® Afterthedevicerespondssuccessfully,report the
successful command to the server 55 AA 04 00 00 00
FB.
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7.8.Security module mode

Instructions:

1) Thesecuritymodulemodesupportsnetworkprotocolsanddevelopmentprotocolswithsuccessfulbehavior returns,namely

transparentHTTPprotocol, transparentTCPprotocol, protocol TCPprotocol,andprotocol

485 protocol;

2) ThesecuritymoduleandDW200device supportthreeencryptionmethods:AES,SM2,and SM4.Both default encryption
methodsareAES encryptionatthefactory,and the defaultAESkeyat the factory of the DW200 device isconsistentwiththe

defaultAESkeyatthefactoryofthe securitymodule;WhenDW200 isshipped from the factory, the default key for SM2

encryption and SM4 encryption methods is empty and requires key configuration;

3) In the safety module mode, the door opening input, relay output, and door magnetic input functions of the DW200

device are invalid.

This section takes the transparent TCP protocol as an example to illustrate. The security module is configured by default

at the factory, and the steps are as follows:

Step 1:Connect the DW200 to the securitymodule inaccordancewith 6.3 in conjunctionwith the security module

Step 2: Configure the network according to the section 7.4 Transparent Transmission - TCP Protocol.

Step 3: Set the security module in the configuration tool
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1 Taking the AES encryption type as an example, the

default public key for the security module at the factory is:

S5DE3Dd7F5B725C7D27F36019A2DdD94F3866EO0D383C93

Slect D Canfig Lat Comnan Conlig Coreraie Or

Lonfig Paswwar d 123455TAETE54 320 B
il D51780E938A2DdDa4
s F The IV vector is:

39Fe007B83C92BD527F36019A2DdD94F5DA3Dd7F1780
E9 3828E3601A1D8CBOF8
2 The safety module switch to [Open]; The old key is the
factory default key, while the new key and vector are
automatically generated or manually

filled in.
e 3 Click to generate a configuration code, scan the

configuration code with the device, and the buzzer will
sound twice, indicating successful Configuration.

Step 4: Test device

,
E
i ®
o

------- 1 Asshown in 7.4 Transparent Transmission - TCP Protocol,

Corsext Dwta

Step 4, switch to the Debugging

TCP Serasi Asfresh

A Smoerved Hex [ S5ow lateni B fmaline  Updain Export Coopey 4 Cloar

T Assistant - Communication Tools page.

o

e I (2 Scan the QR code on the device and the data receiving

i e window will display the QR code data.

ot o B R T W 3 After the server receives the scanned data, it sends the
successful response number [code=0000]. The device will
sound a buzzer and broadcast voice according to
the set successful behavior, and the security module will
= = m.-_,.;cl::...‘. activate the relay.

St} Cormciod Chordu & R0 T= @
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7.9.Bluetooth function

The protocol for Bluetooth function refers to the "Vguang Bluetooth Communication Protocol"

Step 1: Download and install the Android Bluetooth detection tool APP on the official website

X

EFRITA

Step2:Poweronthedevice,follow7.3transparenttransmission-TCPtosetthedeviceandtestcomputer, scan the code, and the
test computer can successfully receive data.

Step 3: Open the app and search for Bluetooth device

FEEE %

1 Click to scantheBluetooth device list
1000

T2I&54TERD

Step 4: Connect the device Bluetooth
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SHDW2D0 29621507 RSSE-FidEy W BHE
SN-ITTA26661 RSSE-ThdBm ,Fh - (D View the SN number in the bottom left corner
SMoBSTAA4 RES|-T5dBm Hn BR
of the device screen.
SRORTH_BT 4.1 RS51-40dBm HEN BR
T T e 2 Find the corresponding SN device inthe
Bluetooth list, click [Detect],andthe appwill
3000 startconnectingtothedevice.
1234567890 3 After successful connection, the gray

@ icon changes to a blue icon.

Step 5: Send Data

(D Click on the red box position for the
AT R Fea71 F B &R AR

corresponding device SN number in the

mn BN TAIAEET R 8 k» an
D-_- un SRR T T BN B e [aem)
MmN Em i RES. it r— APP: the app will send data
_— - AT "1234567890" to the corresponding
Easae BN
device;
3000

3000
1234567890 gl

(2 When displaying: , indicates that
1234567870 m

m the app has successfully sent data to the device

N

sl (3) Accordingtothe device'soutputmethod
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C

TR Gprvar Aefrash
Connsct
Local hddreax
152 188,001 02
Local Fort;
B0y

%at Incal pom 5o 0 30 uze @ random ped
wenilable port.

Foscmmad: |_

Sesded |_

Hax

| Shoee litant
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B Enable echo

Expaatt

Ewgeoert

Copy &l

Copy &l

Claar

Claar

Send

of "Transparent transmission - TCP", the
received Bluetooth data

"1234567890" is output through

"Transparent transmission - TCP". The output

datacanbeseen inthereceiving tool.



8.Attention

1, The device can support 9-15V power supply, with a typical value of 12V. It can be powered from the access control
power supply or separately. Excessive voltage may cause device to malfunction or even damage the device.

2, Do not disassemble the device without permission, otherwise it may damage the device.

3, Devices using WiFi or Ethernet models need to ensure a good network environment, otherwise it may result in inability
to connect to the server.

4, The installation position of the access control code reader should try to avoid direct sunlight as much as possible.
Otherwise, it may affect the scanning effect. The reading panel of the reader should be kept clean and tidy, otherwise it may
affect the normal image retrieval of the reader. The metal around the reader may interfere with the NFC magnetic field and
affect card swiping.

5, The wiring of the access control code reader device should be firm and reliable. Before connecting the wires, ensure
insulation to prevent short circuits from burning out the device.

6, The output of the access control code reader is a switch signal. In access control scenarios, it can be connected to the

originalaccess control systemusing the normally openornormally closed connection method.
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9.Contact info

Company name: suzhou Koodle Technology Co., Ltd.

Address: 2nd Floor, No.23, Yangshan Industrial Park,No.8, Jinyan Road, Suzhou National Hi-Tech District(SND)
Mail: heqingqging@koodle.cn
Mobile / Wechat: +86 189 1499 5180

Website: www.koodle.cn

Fast recognition
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